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Summary
The session explored the evolving threat of fraud, 
emphasising the dual role of AI as both a tool for 
prevention and a weapon for fraudsters. Bernadette 
Smith highlighted that fraud rates were at 
unprecedented levels, despite advancements in 
technology, legislation, and policy. Fraudsters were 
leveraging sophisticated tools to scale their operations, 
necessitating that financial institutions adopt equally 
advanced technologies for fraud detection and 
prevention. Starling Bank had implemented innovative 
solutions like "Call Status Indicator" and "SCAM 
Intelligence," which empowered customers to make 
informed decisions. These tools had demonstrated 
measurable success, such as a 73% decrease in bank 
and personal fraud scams and a 300% increase in 
customers abandoning potentially fraudulent 
transactions.
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The discussion also addressed the challenges of AI 
deployment, with an emphasis on thoughtful 
integration rather than over-reliance. Bernadette 
cautioned against using AI as a blanket solution, 
advocating for its strategic application to specific 
problems. She stressed the importance of embedding 
AI governance within existing frameworks rather than 
creating standalone policies, as standalone approaches 
risked stifling innovation. Analogies to human oversight 
underscored the need for realistic expectations of AI 
performance, acknowledging that both humans and AI 
systems have inherent error rates. Governance, she 
argued, should be a shared accountability model, 
balancing innovation with customer protection and 
aligning with organisational objectives.

The session concluded with a critique of the current 
liability model in fraud prevention, highlighting its 
unsustainability and potential to stifle competition. 
Bernadette argued for collective shared liability, 
pointing out that placing all responsibility on financial 
institutions led to higher friction, reduced innovation, 
and suppressed competition, especially for smaller 
players. She underscored the need for broader 
accountability, particularly from tech platforms like 
Meta, where a significant portion of scams originated. 
The speakers stressed the importance of collaboration 
across the ecosystem, including banks, fintechs, and 
unregulated entities, to create a fair and sustainable 
framework. The session ended with a call to action for 
aligning incentives and shared responsibility to 
effectively combat fraud at its source.



The session highlighted that fraud is evolving rapidly, 
with fraudsters increasingly leveraging advanced 
tools, including AI, to scale their operations. To 
counteract this, financial institutions must adopt 
equally advanced AI-driven tools, making AI essential 
rather than optional in the fight against fraud.

AI as Both Antidote and Threat in Fraud Prevention

Starling Bank introduced tools like 'Call Status 
Indicator' and 'SCAM Intelligence', which empower 
customers to identify and avoid fraud by providing 
timely and actionable alerts. These tools yielded 
measurable success, with the former reducing fraud 
by 73% and the latter increasing payment 
abandonment rates by 300% in high-risk scenarios.

Empowering Customers Through AI-Driven Tools

Takeaways

The session critiqued the current liability model, 
where financial institutions bear disproportionate 
responsibility for fraud losses, arguing that this stifles 
innovation and competition. A shift towards shared 
liability, particularly involving tech platforms where 
fraud often originates, was proposed as a more 
sustainable and effective solution.

Shared Liability as Key to Effective Fraud Mitigation
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